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Introduction 

Technology is evolving at an unprecedented rate, making lives easier and 
opening up new opportunities. However, this evolution brings with it some 
potentially negative impacts on society. One such impact is the invasion of 
personal privacy.  

Article 8 of the European Convention on Human Rights defines privacy at its 
most basic level as everyone’s right to respect for his private and family life, his 
home and his correspondence.  

Protection of privacy has been rapidly pushed up the agenda for many 
organisations – both public and private – particularly in the light of recent 
advances in surveillance technology and data management. 

In this paper we look at privacy in the context of tomorrow’s digital networked 
economy, focusing on the implications for government, technology developers 
and companies. In particular, we explore the need for individuals to be aware 
of how their personal information circulates within the digital networked 
economy. We then examine the issues faced by companies such as BT who are 
developing products and services in this area. 

This paper was produced through a combination of desk research and 
interviews with an equal number of BT and non-BT experts. As we demonstrate, 
privacy in the digital networked economy is not a straightforward topic; 
moreover, solutions to potential encroachments on privacy are not simple. A 
variety of perspectives emerged on how privacy should best be protected, 
and by whom. We strive to present as many of these perspectives as possible. 

 

What is privacy? 

In the broadest sense, privacy is the right to control the interface between 
one’s self and one’s external environment.  

There are various definitions of ‘privacy’, probably because of its subjective 
nature; the word is perceived differently by everyone. Its meaning depends on 
a person’s character, culture, background, attitude and, of course, the context 
of the situation. 
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Figure 1: People’s definitions of privacy 

 

 

Henley Centre has devised a model of an individual’s experience of privacy in 
the digital networked economy. The model is based on that developed by 
Adams and Sasse1 in 2001: 

Figure 2: Perceptions of Privacy 

 

 

 

The recipient 
(person or 
organisation) 
controls and is 
legally 
responsible for 
what happens 
to an 
individual’s 
data. Usually 
relations with 
the recipient 
are built on 
trust.  

The use of 
information is key 
to the individual’s 
perception of 
privacy – taking 
into account the 
issues of 
dissemination, 
sharing and 
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Transparency 
regarding the 
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data influences 
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views. 

The sensitivity relates to the nature of the data. Bank card details, for example, would 
probably rank as highly sensitive for most people, whereas petrol purchase 

information might not. 
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The three key factors according to this model are: the recipient, the sensitivity 
and the use of information. These factors are influenced by each other. For 
example, perceived sensitivity of information will vary depending on the likely 
use of information – whether it will be broadcast to the public or retained in a 
private database. Perceptions are also influenced by the contexts in which 
information is used. 

 

“The digital networked economy”: understanding the 
context 

The Internet and other technological advances have meant that people can 
now connect to virtually any other point in the world at the touch of a button. 
Duplication, manipulation and dissemination of data are becoming 
increasingly feasible and rapid, and the cost of data storage is falling. 

Computers form the backbone of our society, and have become engrained in 
our everyday lives – hence the meaning behind the term ‘pervasive 
computing’. 

 “More raw data has been created and stored since the year 2000 than has 
been created in all the history of mankind.” 

Michael Hambly, chairman of Catalyst, technology investment company 

Electronic advances have brought about new networking and data 
management capabilities, as well as improvements to software and 
equipment. In their own right, such developments have an impact on individual 
privacy, but possibly more significant is the issue of ‘linking up’ these different 
technologies. 

‘Scope creep’ is the term used to describe how different technologies get 
adapted in unanticipated ways; it is the development of applications of 
technology beyond those initially conceived. Scope creep occurs when 
people – not necessarily the original technology developers – spot new, 
innovative opportunities for the use of technology. Scope creep is a social act 
not caused by the technology itself. One of the key dimensions of scope creep 
in the digital networked economy is the bringing together of different forms of 
technology, and the consequent convergence of data sets previously kept 
discrete. 

Connectivity and convergence 

The high level of connectivity in the modern world is increasing the complexity 
of our everyday lives. A decision to hand over information may have far-
reaching implications, and data supplied by an individual for one purpose may 
now be used for another – often as a result of that data being shared, passed 
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on or matched up with another source of data. For example, the compulsory 
disclosure of address details to the DVLA when licensing a car could now allow 
for a fine to be sent out automatically if that vehicle is caught by CCTV in a 
congestion charge zone or in a bus lane. Similarly, the TV licensing authority 
could be alerted when an application is made for satellite or cable television in 
order to carry out a license check. 

The emergence and convergence of new technologies has meant that it is 
increasingly difficult for an individual to control or direct the distribution of his or 
her personal data. In addition, individuals are no longer necessarily aware 
when data is being captured. Boundaries that once existed – be they inside 
organisations, between organisations or between different regions or countries 
– no longer necessarily act as barriers to the flow of information. 

The erosion of national borders has particular implications for people’s privacy. 
When personal data passes out of one country – most commonly via the 
internet – and into another, a new set of laws become applicable regarding 
how that data might be used (see Legal Frameworks below). 

What will the future hold? 

Experts in the fields of privacy and the privacy-affecting technologies have a 
variety of opinions on what the future is likely to hold. One disagreement 
centres around the issue of convergence. Will there be mass confederation? 
Some of those interviewed in the course of this project felt that convergence is 
a significant risk, and that over the course of the next five years, data sharing – 
made easier by the internet and grid computing (see Data Management 
Capabilities below) – will become pervasive. This, they believe, will create a 
situation in which personal information is freely available and known to all. 
Others believe that convergence is unlikely to occur because it is not financially 
or technologically viable and because there is no real motivation to achieve 
such data convergence, and that data will continue to be held in a patchwork 
of separate, single-purpose databases. 

 

The technologies 

Henley Centre has identified three areas in which the digital networked 
economy could have an impact on people’s privacy. These are described 
below, with reference to the specific technologies in each: 

1. Surveillance/tracking technologies 

CCTV, iCCTV: (intelligent) Closed-Circuit Television 

CCTV is surveillance using a video camera (or cameras), strategically placed to 
monitor activity in areas of interest. Used by local authorities, store owners, 
employers and security firms, CCTV is becoming increasingly popular. The UK is 
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said to have the highest concentration of CCTV in the world. Cameras are 
located in parks, on roads, in shops and even in places of work. Footage from 
cameras is either recorded and kept for a certain time, or observed offsite by 
security staff, without being recorded. 

Recent technological developments have made CCTV a powerful tool. 
Cameras are no longer standalone units, and are often linked to a network of 
cameras, to make up part of a larger surveillance system. 

Barcodes, 2D barcodes, RFID (Radio Frequency Identification) 

Barcodes have been used for years to track the progress of shipments in supply 
chains. They are ‘read’ by simple handheld instruments, which operate by line-
of-sight. 2D barcodes work on the same principle, but are capable of holding 
more information. 

RFID tags are typically small adhesive stickers that can be attached to (or 
incorporated into) a product. RFID tags can be ‘passive’ or ‘active’; passive 
tags contain chips that can be read and powered by readers. Active tags 
have integrated batteries, are typically larger, and have longer read ranges 
than passive tags. Unlike barcodes, no line of sight is necessary for RFID, and 
individuals may not even be aware that items are being ‘frisked’.  

Privacy concerns arise when the tags are attached to purchases (e.g. woven 
into the fabric of clothing) or, going forward, to individuals themselves, who can 
then be monitored. RFID tags provide a useful example of scope creep; when 
first introduced, the tags sparked controversy because civil rights groups 
suggested that they could in fact be used to tag humans. While this idea 
seemed far-fetched at the time, it wasn’t long after this that the Mexican 
attorney general demanded certain members of his staff be implanted with 
RFID chips. 

Spyware, cookies, internet-based tracking 

The increasing use of broadband is enabling us to be better connected than 
ever before, but it is also making us more vulnerable from a privacy 
perspective. ‘Spyware’ is a generic term for software that performs certain tasks 
on PCs, typically without the PC owner’s knowledge or consent. Originally 
designed to assist in direct marketing online, spyware transmits information to 
third parties, sometimes taking control of a PC (usually to display an 
advertisement). In this way, external agents can also make computers dial 
premium rate phone numbers, can log every keystroke, and in extreme cases, 
can send account numbers and passwords to identity thieves. It is also possible 
to track individuals’ internet behaviour with increasing precision. 
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2. Data management capabilities 

Improved data capacity 

A typical home computer can hold thousands of times more data than its 
equivalent in the 1980s. Although the storage capacity of a PC does not 
impact people’s privacy per se, the increasing processing power and capacity 
of supercomputers in large organisations will have a significant effect because 
both public and private institutions have the potential to store more data, 
retain it for longer, and possibly share it with third parties. 

Confederation/convergence of data 

With the increasing ease and falling cost of data transfer (and storage), sharing 
of information is becoming more common. The process of combining 
databases (‘confederating’) could pose a threat to people’s privacy.  

Grid computing 

Although not in widespread use at present, grid computing is seen as one of 
the next massive developments in networked computing. Grid has the 
potential to completely change the way applications run by distributing the 
computing workload across a network. Electronic data passes outside the 
original processing unit, with the potential for interception. To ensure that there 
are no privacy implications from this, it is essential that the information is split 
into small ‘packets’ that would be meaningless if intercepted. 

3. Identification/authentication  

In the past, identification and authentication have been based on a number of 
techniques including signatures, passwords and fingerprints. We will increasingly 
see the merging of old and new identification techniques with new 
technologies. It will also be possible to link such databases to other databases. 
Examples of how such authentication might be put to use include national 
identity cards, building entry passes, passports and visas. 

Fingerprinting 

The oldest form of biometric identification technique, fingerprinting is still used 
by the UK police force for identification purposes. With the advent of new 
pattern recognition software, matching of fingerprints is becoming ever more 
accurate. Fingerprint images are stored electronically on a central database. 

Iris scanning 

Some airports have started to introduce iris recognition facilities at passport 
control. This identification technique is more accurate than fingerprinting, but is 
a more complex identification process. 
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Facial recognition 

Facial recognition has been used by the UK police force for years (in photo-fits, 
identity parades), but advances in technology have made this technique far 
more accurate. 

The following diagram illustrates the ways in which the three forms of 
technology interact. 

Figure 3: Technologies in the digital networked economy 
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Source: Henley Centre 2005 

 

Privacy enhancing technologies (PETs) 

It is important to note that recent advances in technology have brought about 
both positive and negative effects. As a result of a small number of detrimental 
impacts, some applications have been developed purely to protect people’s 
privacy. 

PETs are software programmes and hardware devices that help individuals 
protect their privacy yet still permit them to use technology. They can be 
standalone applications (such as RFID blocker tags) or enhancements of other 
applications. PETs include electronic privacy policies, encryption, credential 
systems and e-cash, all of which serve to protect people’s privacy. Two such 
measures are detailed below. 
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Encryption 

Sophisticated encryption technology allows data to be transferred securely 
across networks, without risk that data could be (meaningfully) intercepted. 

P3P (Platform for Privacy Preferences Project) 

The Platform for Privacy Preferences Project (P3P) provides internet users with 
more control over the use of their personal information. P3P was developed by 
the World Wide Web Consortium. Companies that wish to become ‘P3P 
compliant’ must answer a set of multiple-choice questions covering all aspects 
of their privacy policies. P3P-enabled sites then make this information available 
in a standard, machine-readable format, so that browsers can ‘read’ a policy 
snapshot and compare it to the user’s own set of preferences. In this way, users 
are able to determine which websites can be safely accessed. 

Legal frameworks 

National legislation and international guidance regulate the use of personal 
data. The UK Data Protection Act (1998) outlines conditions for processing 
personal information (‘data handling’), limits who is/is not permitted to access 
that information, and how the data should be obtained and destroyed. The 
Act also explains rights and procedures for obtaining personal data held by 
public and private parties. 

Critics argue that the Act is ‘technology agnostic’ and is not able to keep 
apace of new developments, such as grid computing and the flow of data 
across country borders. The law is too broad and too interpretable to ensure 
data protection in many instances. Furthermore, the law does not apply when 
authorities claim jurisdiction over databases or storehouses for purposes of 
national security. 

When personal data crosses borders, OECD (1980) principles become 
particularly relevant. The OECD encourages member countries to adopt 
privacy policies. This guidance is not mandatory and, like the Data Protection 
Act, OECD principles are highly interpretable. Data protection continues to vary 
from country to country, although governments seek standardisation in certain 
instances, as in the issuing of travel visas.  

The European Telecoms Data Protection Directive (97/66/EC, adopted in 2000 
and superseded by 2002/58/EC) was introduced to take account of 
technological advances. The directive was kept as technology-neutral as 
possible in order to encompass all forms of data usage. It includes, among 
other provisions, the requirement for member states to restrict data transfers to 
countries which do not afford individuals the same protection as EU countries 
do for their citizens. 
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Despite OECD principles and the European Directive, the internationalisation of 
data flow makes it almost impossible to regulate or monitor the transfer of 
personal data. 

 

Perceived privacy issues 

The following section focuses on the technology-driven issues (both real and 
perceived) that centre around people’s privacy. They are grouped according 
to the three components of the digital networked economy identified earlier.  

1. Surveillance/tracking technologies 

Surveillance equipment is getting ever-more sophisticated and ubiquitous. 
CCTV cameras, mobile phones and swipe card doors have now become an 
established part of our everyday lives; in some cases, we barely register their 
existence. However, this increasing sophistication and ubiquity is seen by many 
as an invasion of our privacy. The following specific concerns have been raised: 

• Pervasiveness of CCTV. Cameras are now installed on roads, in shops, in bars 
and offices – sometimes even in homes. While CCTV has historically been seen 
as a means simply for logging events (capturing circumstantial evidence), this is 
no longer the case. Intelligent CCTV systems can be used to monitor 
individuals’ behaviour, and can be programmed to act on events. They are 
often linked to other devices (potentially via the internet) to make up part of a 
complex surveillance network. 

• Lack of two-way interface between observational device and the individual. 
As technology becomes more advanced and surveillance devices more 
discreet (hidden CCTV cameras, concealed electronics) it is increasingly easy 
for individuals to be tracked or monitored without their knowledge. 
Consequently, they have no control over the distribution or access rights to that 
data. 

• Location-based tracking. Livestock, merchandise and now employees, 
civilians and prisoners in some contexts are/might be tagged using electronic 
(RFID or other) chips. This is seen as useful in some circumstances (e.g. solving 
crime), but it also generates concern from members of the public. 

• Radio Frequency Identification (RFID) in general. While the level of 
understanding of RFID remains patchy, there is significant concern about the 
potential use of RFID in the retail sector. When supermarkets in the UK started to 
introduce pilot RFID schemes – albeit for inventory management purposes – 
there was opposition from members of the public. Much of this opposition arises 
when tags are not de-activated at check-out, and are thus capable of being 
tracked after purchase. Particular concerns have been voiced about the 
concept of ‘remote frisking’, whereby tags on purchases can be read at a 
distance without the user’s knowledge.  

• Monitoring of internet behaviour (spyware, cookies, etc). Poor understanding 
of the technology is a key concern for internet users. The general public has 
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very low awareness of what is happening ‘behind the scenes’ when they go 
online, and to what extent their internet behaviour is being tracked. Keystroke 
logging (the process by which third parties can capture every number and 
letter entered) has been cited as a major issue, particularly where passwords 
are concerned. 

• Designated PC use. It is logical to assume that actions on a particular 
computer (or use of a particular login) are being performed by the designated 
user of that machine. However, this is not necessarily the case, particularly with 
shared logins and PCs left unattended. In such instances, it is important to 
discriminate between the behaviour of the individual and the behaviour of the 
machine. Perhaps a more dangerous issue is that of DDoS (Distributed Denial of 
Service) attacks, in which a person’s machine is ‘hijacked’ by a third party, 
while the designated user is completely unaware. 

2. Data management/processing/convergence capabilities 

There is a great deal of concern about what goes on ‘behind the scenes’, i.e. 
once information has been captured and entered into a database. For many 
people, this is more of an issue than the process of acquiring the data in the first 
place. Individual datasets which are relatively harmless on their own, when 
joined together, can seriously compromise people’s privacy. This is a key point 
for data management service providers such as BT. Specific issues in this area 
are as follows: 

• Sharing or exchanging of data with third parties (possibly with the individual’s 
consent, following confusion over opt-in/opt-out). Concerns relate to both 
public and private sector organisations, e.g. a national identity register, 
hospitals sharing data with health insurance companies, and consortium 
members sharing purchase data. 

• Poor security systems. Networks and databases that are insufficiently 
protected from computer hackers can put people’s privacy at risk. With the 
increasing use of wireless technology, data leaks are becoming harder to avert 
(it has been known for a hacker to sit in a coffee shop downloading data from 
the office next door). It is necessary to continually raise the level of security as 
hackers find new, ingenious methods of entry. As one expert put it, “The 
problem is, all systems are fallible if a hacker really wants to get in.” 

• Interception of data. As information travels across networks, there is potential 
for interception by criminal third parties. Use of grid computing increases the risk 
of this happening, as it is a means by which information from databases (albeit 
in tiny ‘packets’, often encrypted) can be intercepted as the information 
passes from server to user. 

• Fraud and trickery. Fraudsters can acquire information from ‘secure’ 
computer systems without even needing to hack in. They might do this by 
tricking members of staff into giving away passwords, or by bribing or 
threatening call centre workers. 

• The ‘joining up’ of data from multiple sources (‘confederation’). This is a 
major concern, particularly where data is used for a purpose other than that for 
which it was originally collected – for example, store card information being 
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used to bring about an arrest. There are several precedents now in which third 
parties (supermarkets, airlines, government agencies) have handed over 
customer information to the authorities. 

• Having no recourse when something goes wrong. Because of the supposedly 
watertight nature of electronic data storage, much trust is put in these systems. 
One small error in the handling of information (for example, an extra ‘0’ at the 
end of a figure during a credit check) could have devastating consequences 
for the individual. 

3. Identification/authentication techniques 

Henley Centre has identified the following authentication issues, as perceived 
by the individual: 

• Lack of anonymity. In the digital world, individuals have the ability to protect 
their anonymity by assuming aliases, installing anti-spyware software, using 
encryption, firewalls, etc. However, in the real world there are no such 
safeguards and it is harder to hide your identity. 

• The ease with which individuals can be identified. The accuracy of modern 
authentication techniques makes the process very effective. Many perceive 
this to be a good thing, yet others feel this is an infringement of their privacy. 

• The risk of false positive identification. Because of the high level of accuracy 
of new recognition techniques, there is very little chance of a person being 
wrongly convicted. That said, a 99.9% rate of accuracy still leaves a one-in-a-
thousand chance of misidentification (which, on a population level, is many 
people wrongly identified). Disproving a false positive will be increasingly 
difficult in the face of modern techniques. 

 

Modality and contextual nature of privacy 

Individual behaviour 

Little research has been conducted on how individuals act to safeguard their 
personal data. When at first examining what we do know, opinion and 
behaviour appear inconsistent. 

For example, Henley Centre research demonstrates that 78% of people ‘do 
mind which companies hold information on me or what information they hold’. 
In fact, only 7.4% ‘do not mind’ what information is held. 
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Figure 4: Willingness of the individual to provide information 
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Source: Henley Centre Planning for Consumer Change 2004; Base: Total population. Rebased for any agree; 
excluding Don’t know/Not stated 

From this one might conclude that individuals tend to be protective of their 
personal information when interacting with companies. Yet in practice 
individuals pass along personal information on a regular basis. Indeed the same 
survey shows that 80% of those who own store cards also mind which 
companies hold their information (despite owning store cards!). 

The challenge thus lies in distinguishing between those contexts in which 
people choose to share their data and those in which they do not. 

 

Privacy as a tradable right 

While individual opinion and behaviour might appear to be contradictory, it is 
useful to think of our lives as modal and context sensitive. To take an example, 
individuals might be concerned about over-surveillance but frequently request 
more CCTV in their neighbourhoods to protect against crime. A similar 
argument is frequently made as regards support and tolerance for the high 
security in airports despite its sometimes intrusive nature. 

Individuals treat privacy as a tradable right. We trade access to our personal 
profiles, video footage of ourselves walking down the street, knowledge about 
our use of public transport and purchasing patterns when we believe we are 
receiving a trade off or a benefit – such as faster internet service, more security, 
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more efficient commutes, and discounts in the shops we frequent. Indeed 
Henley Centre research2 – depicted in the chart above – reveals that a 
significant number of individuals are happy to provide details to companies if 
they receive better service in return, but not for targeted marketing and ads, 
which most consider a ‘nuisance’ and perceive only to benefit companies 3.  

Civil rights organisations would argue that the tradability of privacy is only a 
valid concept when there is equality between those parties on either side of 
the equation. Unknown surveillance or microphone cameras used to monitor 
employees can invade personal privacy and might not provide benefits to 
those being scrutinised. In another example, pertinent to BT, individuals might 
not feel comfortable with the extent to which their communications activities 
are traceable (landline, internet or phone). However, if those individuals want 
to use the communications technologies taken for granted in (and indeed vital 
to exist within) modern society, there is no choice but to open oneself up to a 
potential invasion of privacy. 

People’s attitudes to privacy also change over time and along a spectrum of 
legal/cultural norms. One expert noted that new technologies (such as RFID) 
often stimulate intense discussion and debate but eventually join a repertoire of 
devices familiar to everyday life (mobile phones, smartcards, CCTV). However it 
is also possible that attitudes towards RFID may follow the path of public 
rejection of genetically modified food. It is important that, should RFID use 
become widespread, individuals are informed, and that concerns about its 
potential to violate individual privacy are addressed in transparent ways. 

 

Public versus private 

Privacy experts tend to agree that individuals in Europe are relatively less 
concerned about their personal data being misused in the private sphere of 
commerce and business than in the public sphere. 

Collectively, public services hold a vast amount of information on individuals’ 
health, work patterns, residencies, family membership and more, thus putting 
people’s privacy at greater risk should data be mismanaged. It is the scope of 
personal data in the public sector which makes individuals more wary of its 
potential for misuse, be it by accident or through criminal intent. 

Fears of ‘big brother’ scenarios are also commonplace. A MORI survey 
conducted in 2003, for example, found that 60% of the public is ‘fairly 
concerned’ or ‘very concerned’ about public services sharing their personal 
information4. MORI concluded this concern was most likely the case when 
people felt they had no control or knowledge of what was being done with the 
data. 

In contrast to their dependence on public institutions, individuals can choose to 
disengage or cut off relations with private institutions with which they no longer 
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want to do business. The exchange of personal data for services or goods in the 
world of commerce is simpler, provided that the individual consumer is aware 
of the extent to which his or her data might be used by vendors and 
merchants.  

Figure 5: Trust and confidence in organisations 
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Source: Henley Centre Planning for Consumer Change 2003; Base: Total population. Rebased for any agree; 
excluding Don’t know/Not stated 

Individuals are not always aware, however, that their privacy might be at risk 
when the technologies they encounter on an everyday basis, or those they 
choose to own, are used in ways other than those first anticipated (‘scope 
creep’). Trust becomes critical to individual willingness to engage with 
companies, and it will decline when the companies lose public confidence5. 

Several privacy experts are also concerned about the ‘grey area’ between 
public and private. For example the possible future collation of consumer 
information with public databases might produce unexpected consequences, 
such as links to criminal activity (because of recent suspect purchases) or 
denial of health coverage (because of certain food or drink purchases). 

 

Protecting and empowering individuals 

Awareness of risks 

There is a strong belief among technology and privacy experts that individuals 
do not receive enough relevant and clear information from government, 
companies or technology providers about how their personal data might be 
mined or shared. How can individuals take responsibility for themselves if they 
are not provided with enough information about their rights? Will it take a major 
scandal to spark public awareness of the need to protect our privacy? 
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Given the complex ways in which we trade privacy for goods, services and 
security on a daily basis, some believe that the answer to informing individuals 
of risks to their privacy might be found in a similarly layered, indeed modal, 
approach to consent. Individuals should be given more information about the 
range of ways in which their data might be used, rather than a simple ‘opt in’ 
or ‘opt out’ tick box when they sign up for a store card, a club membership, 
install software, or apply for a credit card. Individuals might also be given the 
option of disabling technologies, particularly RFID tags, should their use 
become as widespread as anticipated. 

In order to facilitate data protection, permission to pass along personal data 
needs to be given with full awareness of the consequences. This is especially 
the case as regards vulnerable members of the population (elderly, those 
without access to technology, the socially excluded, etc.). Some of those 
interviewed for this project explained that privacy policies and legislation are 
currently presented and written in inaccessible and ineffective ways which, 
paradoxically, might hinder people’s privacy. It is vital that individuals are 
informed, given choices and empowered. 

 

Who is responsible? 

Responsibility for protecting individuals from privacy violations is claimed by 
and/or expected from government, companies, technology manufacturers, 
and individual users themselves. Everyone has to take responsibility for privacy 
protection. Privacy concerns should be considered at every level of technology 
design, development, dissemination, application and regulation. 

• A number of government offices deal with issues of privacy and technology. 
Some of the main bodies include the Information Commissioner, the Cabinet 
Office’s Central Sponsor for Information Assurance, and the Department for 
Constitutional Affairs. Some specialists feel that state-led regulation and 
enforcement hold greatest jurisdiction over privacy protection. Libertarian and 
civil rights groups, in contrast, voice concerns that government should neither 
claim the right to legislate individual privacy, nor claim exceptions to privacy 
rights in the name of public security.  

• Privacy experts acknowledge that while companies are going to approach 
technology from the perspective of their commercial interests, best practice 
and observance of industry codes of practice should be expected from 
companies seeking to maintain good customer relations and to retain high 
levels of trust. This must include educating and empowering consumers when 
requesting their personal data. 

• Technology developers have great influence over how our personal data 
might be used in the digital networked economy. Some technology developers 
explain that their work is shaped by government guidelines and ‘top down’ 
ethical principles, while others feel that guidelines and regulations should follow 
the development of new technologies. In addition to education and 
empowerment, technology itself is a crucial means of protecting privacy, such 
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as through Privacy Enhancing Technologies (PETs). Critics maintain, however, 
that in areas of biometrics, video surveillance, Radio Frequency Identification 
(RFID), and database convergence, PETs are either not fully developed or not 
viable.  

• Individuals bear considerable responsibility for protecting their own privacy, 
although they are often not informed enough about the potential risks of 
sharing personal information and about what might happen to it. Few are 
aware of their data protection rights and are not aware of how their 
information is used by public agencies6. Yet one technology expert argues that 
it is not practical to expect people to monitor their personal data on a constant 
basis. If this were the case, we would spend our waking hours micro-managing 
information flows without ever engaging in the world around us. 

The following diagram represents the range of opinions voiced during the 
course of our research with regards to where responsibility lies for privacy 
protection. Is it with policy makers? Technology developers? The user 
organisations? The individual? In the end, all parties share responsibility for 
protecting privacy in the digital networked economy. 

Figure 6: Who has responsibility for protecting personal privacy? 
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Conclusions and recommendations 

Conclusions 

Privacy concerns should be taken into consideration at every stage in the 
process of technology regulation, development, dissemination and use. Privacy 
should not be addressed retrospectively but on an ongoing basis. Responsibility 
is multi-layered, and government, companies, technology developers and 
individuals all have a role to play in data protection. Compromise and 
collaboration amongst these parties will make responsibility-sharing possible. 

Individuals need to be given and to demand more information about what 
happens with their personal data. In this way, individuals can make choices as 
to whether or not to provide personal information – and whether or not to trade 
their data for known benefits. They will be empowered and better equipped to 
limit risks to themselves. This should also limit the potential backlash when 
problems occur. It is hoped that through papers such as this, public awareness 
will be raised about what happens to our personal data and individuals will 
consequently play an active role in protecting their privacy. 

International guidance and national legislation will never protect privacy fully. 
They are a starting point, and in some cases, wholesale legislative control of 
privacy would be undesirable. In addition, ‘scope creep’ can never be fully 
anticipated or prevented. Privacy thus needs to be considered from the earliest 
stages of technology design. Technologists need to ask, ‘how can privacy 
protection be built in?’ 

Recommendations to BT 

The BT brand holds a unique position within the UK. It is a household name that 
touches the lives of consumers on a day-to-day basis, and it has a strong 
presence up and down the communications ‘value chain’: from technology 
development, to running the telecommunications network, to advancing ICT 
products in business, to establishing partnerships with government and the 
private sector, to consumer-facing retail business. 

BT has worked hard to earn high levels of trust from the British public and must 
leverage this trust and treat privacy protection as a vital dimension of its 
communications proposition. The company should consider its heritage as part 
of the public sector, and its ongoing work in both public and private sectors – 
alongside the growth of the digital networked economy – as significant. BT 
should not just react to customers’ demands, but take a leadership position on 
privacy.  

1. Transparency should be at the heart of BT’s privacy principles. Individuals 
who make use of BT services should be made aware of what information 
is captured and held on them, and what might happen to that 
information. They should also be empowered to make choices (where 
applicable) about how that data may be used. In cases where the 



 

Henley Centre 2005. A report for BT Group  18 

information held is inaccurate or incomplete, individuals should have the 
right to correct or complete it, with ease. 

2. The principles of transparency and consumer empowerment should 
extend beyond the realms of BT to the wider partnerships and 
relationships it enters into. Organisations with which BT works closely 
should be strongly encouraged to adopt similar principles. 

3. BT’s technology developers should take a risk-based approach toward 
the development and dissemination of technology by considering 
privacy implications each step of the way. BT’s customers and the 
company itself will therefore be subject to fewer unwelcome surprises 
caused by scope creep. 

4. Although scope creep is, by definition, never fully preventable, steps 
should be taken to limit negative effects. BT should not acquire or retain 
more information than is needed. And, if more information is required 
from customers, consent should be obtained. 

5. Privacy enhancing technologies (PETs) should be placed high up on BT’s 
agenda, to ensure its technological developments serve to protect 
individual privacy. 

6. BT acts as service provider to a number of public and private 
organisations, and as such is ‘data custodian’ to a significant amount of 
personal data. There is a risk, therefore, that BT might be seen as ‘Big 
Brother’. In order to prevent this situation, BT should continue to inform 
consumers of how their information is being used, and of what 
mechanisms are in place to prevent unwanted convergence, and it 
should be open and honest about its access to a large range of 
datasets. 

7. When selling its technologies to both wholesale and retail customers, BT 
sales teams should constantly refer to the Data Privacy Principle 
framework. These principles are currently being developed and should 
be used effectively throughout the organisation, much as BT’s Data 
Protection Principles are currently. Moreover, these principles need to be 
communicated, reviewed, and updated on a regular basis. 

8. BT should consider appointing a Privacy Officer, or a named champion 
of privacy-related issues. 
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