
Advanced User Guide

eSecurity



This guide is one of a series of “How To” Guides” produced by Enterprise Ireland to meet
the needs of Irish companies, particularly our client base, the majority of whom are small

to medium enterprises (SMEs) in manufacturing or internationally traded services.

They are designed for non-IT professionals charged with developing and/or implementing
eBusiness/IT strategy in their companies. Hopefully they may also be of use to IT professionals.

These guides are only one of a range of eBusiness resources provided by Enterprise
Ireland. Most of the other resources, can be accessed through our eBusiness webpages

www.openup.ie
Here you can access more guides and cases about eBusiness and related topics, details
of solution providers, access to our free eBusiness e-zine and discussion forum, eBusiness

events guide and links to interesting reports etc.

The funding for these guides was provided to Enterprise Ireland by “The Information
Society Fund” which was established by Government to progress the objectives of the

Government’s Action Plan for the Information Society.
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1 .  I n t r o d u c t i o n

It is useful to view information security from a risk perspective. IT enables a competitive advantage. Customers,
suppliers, contractors, and business partners are routinely allowed access to critical business data and the systems
that process and store it. What we sometimes hear is “I don’t really have a big IT system, so I don’t really need all
this By taking a risk-based approach rather than a purely operational one, security is considered, assessed and
managed with the business and its goals in mind.

First, let’s take a reality check on some the assumptions around information security:

• There is rarely a need for a 100% secure business environment
• It is impossible to be 100% secure, everyday new exploits initiatives to compromise systems are being

deployed.
• Initially, security adds to the cost of doing business. However, in the long term it could save you money,

reputation and customers
• Security is a process not a project or a product, it should be on-going
• Continuous Improvement is the key success factor to a good security program

What are the sources of threats to my information systems?

The sources of threats to any organisation can be both internal and external. The main threats to your information
assets can be categorised as follows:

Internal and Unintentional
• uninformed workers - mistakes can be made, information can be destroyed, confidential data exposed
• uninformed contract workers - not fully briefed, hence security can be compromised

Internal and Intentional
• disgruntled employees - leaving bugs behind in your system
• contract workers trying to increase their employment value
• contract workers requiring access to get the job done despite opening your company to security risk

External and Technical
• political activist “hactivists”
• hackers (see definition below) looking to steal credit card numbers

Ok, I am convinced I need to know about security. Where do I start?

A good starting place is a basic understanding of some of the commonly used terminology related to Internet and
information systems security:

Hacker

A hacker is someone who breaks into someone else’s computer system, often on a network; bypasses passwords
or licenses in computer programs; or in other ways intentionally breaches computer security. A hacker can be
doing this for profit, maliciously, for some altruistic purpose or cause, or because the challenge is there. Some
breaking-and-entering has been done ostensibly to point out weaknesses in a site’s security system.

Virus

A virus is a piece of programming code usually disguised as something else that causes some unexpected and
usually undesirable event. A virus is usually designed so that it is automatically spread to other computer users.
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Viruses can be transmitted as attachments to an e-mail, as downloads, or be present on a diskette or CD. The
source of the e-mail, downloaded file, or diskette you’ve received is often unaware of the virus. Some viruses
wreak their effect as soon as their code is executed; other viruses lie dormant until circumstances cause their code
to be executed by the computer. Some viruses are playful in intent and effect (e.g. “Happy Birthday”) and some
can be devastating, erasing data or causing your hard disk to require reformatting. 
Generally, there are three main classes of viruses: 

1. File infectors. Some file infector viruses attach themselves to program files, usually selected .COM or .EXE
files. When the program is loaded, the virus is loaded as well. Other file infector viruses arrive as wholly-
contained programs or scripts sent as an attachment to an e-mail. 

2. System or boot-record infectors. These viruses infect executable code found in certain system areas on a
hard disk called the boot sector.. A typical scenario is to receive a diskette from an innocent source that
contains a boot disk virus. When your operating system is running, files on the diskette can be read without
triggering the boot disk virus. However, if you leave the diskette in the drive, and then turn the computer off
or reload the operating system, the computer will look first in your A drive, find the diskette with its boot disk
virus, load it, and make it temporarily impossible to use your hard disk.

3. Macro viruses. These are among the most common viruses, and they tend to do the least damage. Macro
viruses infect your Microsoft Word application and typically insert unwanted words or phrases. 

Worm

A worm is a self-replicating virus that does not alter files but resides in active memory and duplicates itself. Worms
use parts of an operating system that are automatic and usually invisible to the user. It is common for worms to be
noticed only when their uncontrolled replication consumes system resources, slowing or halting other tasks.

Backup

Backup is the activity of copying files or databases so that they will be preserved in case of equipment failure or
other catastrophe. Backup should be a routine part of the operation of computers in organisations large and small.
For personal computer users, backup is also necessary but often neglected. The retrieval of files that have been
backed up is called restoring them.

Spam

Spam is unsolicited e-mail on the Internet. From the sender’s point-of-view, it’s a form of bulk mail. To the receiver, it
usually seems like junk e-mail. It’s roughly equivalent to unsolicited telephone marketing calls except that the user
pays for part of the message since everyone shares the cost of maintaining the Internet. Companies who send
Spam typically send a piece of e-mail to a distribution list in the millions, expecting that only a tiny number of
readers will respond to their offer.

Now I understand the basic terminology, what do I do next?

A basic five-step approach is outlined below.

1. Analyse / Assess:

The following terminology is often used in describing the fundamentals of a good security program:

• Confidentiality - only authorized parties can read the details of transactions on your information systems
• Integrity - unauthorized modifications of transactions will be detected
• Availability - systems are reliable and recoverable
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a. Determine your requirements:
• What do you need to protect?
• What business information requires a high level of confidentiality and integrity?
ï• What information and systems must be reliable and available?

b. Review the current state of your security program:
• What are you currently doing to ensure the confidentiality, integrity, and availability of your important

business information and systems? Are you assuming your internet service provider is taking care of
security?

• What data are you protecting? Employee data, customer data, business data?
• Are your systems password protected?
• Do you have timely backups?
• Do you have restricted access to sensitive data?

c. Determine what your potential losses could be including the impact to your good name.
• What level of risk are you willing to accept?

d. Determine your cost break-even point based on realistic assessment of the security threat to your business.
• What would the cost to your business be if suppliers knew what you paid the competition?
• What would happen if your competitor found out the next product line or acquisition plans?

2. Design

With a good set of requirements and an understanding of the real threats to your business, you can identify the
right mix of technical, procedural and organisational controls needed to meet your security requirements. Ask the
question, does my security program address confidentiality, integrity and availability of my business information
and IT systems?At this stage, unless you have in-house expertise, you should get help from an independent
consultant who can outline the various technical options available to you and help you evaluate the offerings from
different vendors. Keep in mind, you cannot lock down everything because your business would suffer. The
appropriate controls should be devised according to the associated risk.

3. Implement

Putting the security controls into practical effect is more time-consuming than one would think. This is a critical area
and requires good project management to balance the implementation of the controls and costs. Companies use a
wide range of internal and external resources to accomplish this. At a basic level, every business needs to have
someone identified as responsible for IT security. When installing new systems it is advisable to check what support
the installing company will provide in terms of security. Use your time with the installation company to ask as many
questions as possible. Sometimes external help maybe required. The key is to identify who is doing what and not
assume that security has been addressed by a third-party.

4. Maintain / Monitor

With the program implemented, you must ensure that security is made an integral part of day-to-day activities.
Security must be a considered element to all system upgrades, such as when new software is installed or when
more computers are added to your network. All too often, new additions to systems are not made secure.
Monitoring tries to identify potential and actual security problems, before they become issues that could cost your
company time and money. When a security issue is identified, you should have procedures in place to stop further
intrusion, limit disruption, save evidence and prevent the incident from happening again. Believe it or not, the first
thing you should NOT do is turn off the computer by doing so you may damage evidence.
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5. Continuous Improvement

Every business needs to keep abreast of current security issues. It is only through being informed will you be able
to keep your security program current. It is important that you consider the effect of changes in your business
strategy to your security requirements. It is advisable that procedures are in place to address changes to your
business strategy that affect the security requirements of your business information or information systems. For
example, you have decided that you want your workforce out on the road selling and you would like them to have
access to base for direct ordering etc. This strategic change will effect the security program, dial-in issues need to
be considered, authorisation issues etc.

How do I determine which data is most important?

Companies often have ‘information classification’ rules. These rules differentiate between information that is
sensitive and needs high security attention, such as employee details, and data that is less sensitive, such as price
lists, product lists, or supplier contacts. Data classification will play a big part in the success of your security
awareness. The problem is that many people find classifications too confusing or difficult to use. A simple but
effective approach would be to colour code data according to sensitivity. Adoption of the following guidelines
should help:

• If disclosure of certain types of information would cost your company money, then label that information as
‘restricted’ or ‘confidential.’ Remember that the impact to your company’s reputation may be many times the
actual cost of disclosure itself.

• If disclosure or loss of information would cost enough to threaten your company, then use a higher
classification for that type of information. Examples are ‘Company Secret’ or ‘Competition Sensitive.’

• Limit the number of security classifications used. Use terms that people can relate to distinguish different
classifications. The old saying - simple is best - definitely works here.

Who will administer?

Administration means the day-to-day management of your IT systems. If administration of security and access is not
performed regularly, then unauthorized users may gain access to the systems and assets. This could include using
your machines as a medium to disrupt your suppliers’ systems. Hackers consistently use “Trojan Horses”; this is the
process of using your computer to hack into someone else’s. When the victim traces back, they will arrive on your
doorstep. The key for security administration is well-defined roles and responsibilities for ALL users and
administrators.

Administrators have access to all files and data. Therefore, one must be mindful of who is guarding the guards.
Roles for security should be defined, documented, and implemented for both your company and the contractors
employed by you.

Remember that security is everybody’s responsibility and it should be everybody’s responsibility to implement
security correctly. That said, it is not enough to have policies and procedures documented. Security content needs
to be communicated and understood by the target audience for it to be of any use.

Guidelines:

• Establish a security awareness program for all users. Content should be communicated in non-technical
terms. This could include briefings, posters, clauses in employee contracts, security awareness days etc.

• Implement security training for technical staff that is focused on the security controls for their particular
technical areas.

• Set-up processes to review security controls regularly, such as at the end of week/month or quarter. 
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• Areas to consider include reviewing:
- system records that note who was using the system, when, for how long, deletions etc.
- system user roles and privileges for both new and promoted employees
- account removal when no longer needed, such as when people leave the company.

• Review the security architecture whenever the business and its strategies have changed and these changes
have changed your network. It is good practice to review your company’s security architecture.

Who should be authorized to get access to certain types of data?

Authorisations

Employees of various levels, contractors, suppliers and other users will need different levels of access to your
company’s data and computer networks. Authorisation is the restriction or allocation of transactions (tasks) based
on the needs of the user. Security authorisation ensures employees have enough access to do their job but not
enough to see or do something which could pose a security risk.
This can be role based i.e. what they do, menu based i.e. what they need, and/or task based i.e. what they
need to do for the job in hand.

Guidelines:

• Access to sensitive data should be on a need-to-know basis only. User accounts should not be shared. Job
roles should be defined and user authorization should be defined and implemented to support these roles.
Employees should only be able to see information that they are supposed to see.

• Users should have documented acknowledgement of their rights and responsibilities related to access
authorizations. Authorizations to perform “legally permissible functions” should be reviewed regularly and
altered to ensure appropriateness. As employees’ roles change, their privilege may also need to change.
Someone who once had access to financial data may now not require access and visa versa.

• Access control procedures should be documented, implemented and reviewed periodically. These
procedures should provide effective categorization and control of user access. 

As additional capabilities and changes in functionality are added to your company’s web site, overall security
should be adequately controlled. User access policies and procedures should be developed and implemented to
help ensure the appropriate level of access is allowed. If you want to connect more with your suppliers to share
data such as inventory records, you must ensure that the appropriate controls are in place to prevent them from
getting onto your network and seeing other data such as your financial and confidential records.

How do I know it’s them?

Authentication

Authentication is the process of ensuring that the correct user is identified as a trusted source and is authorised to
conduct specific transactions. The goals of access controls are to permit access to information and technology on
a need-to-know, job function-related basis, and to ensure users are not allowed to gain access to information and
technology for which they are not authorised. Examples of access control include password expiration and lengths,
digital certificates and biometrics.

Guidelines:

At a basic level, administrative access should be limited to the minimal amounts of users.
Everyone should not have access to everything.
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While the database should log any changes made such as record deletion and modification, changes to the
structure, such as additional workstations, systems, and software, should be reviewed periodically.

Password protection is something that is relevant to everyone in your organisation. If these rules are set from the
beginning, this will make things much easier later on:

• A registration and enrollment process should be in place to ensure that only authorized users get access at
the start.

• All new accounts should be given initial passwords that are set by administrators. These and new
passwords should expire at first use, the user can then specify their own password.

• Passwords should be alpha numeric with at least 7 characters. Tell your new employees that this is the rule
and that there are no exceptions.

• The maximum length of time between setting a password and its expiry is 60 days.
• Invalid user attempts shall be set to a maximum of 6.
• Session timeouts should be implemented. Session timeouts is the process of allowing an accurate

appropriate amount of time for the users to perform their transactions and receive results without
compromising security. As a general guideline, a user session should timeout after approximately 15 minutes
of inactivity.

• Default accounts, such as visitor access for contract workers, should be given a good password and
disabled when not in use.

How do I keep track of everything?

System Monitoring Including Audit Trail and Logging

A key step is to audit and review the logs or reports that record selected activities on the application or server. The
activities monitored should be those that are indicative of unusual or unauthorised activity. 

It also is important that procedures are in place to alert the administrator if the web server, application server or
database servers are down at any given time. Any specifics relating to web and database server monitoring,
including highlighting problems, should be identified, implemented, documented, and communicated to all affected
parties. If something does happen all parties should know what they are supposed to do.
When upgrades are being implemented, make sure that none of the security controls are turned off. This is an
area that is often neglected. Administration of web sites and related servers should be properly controlled and
monitored as changes and enhancements are made. Keep a record of any changes made to systems. This is
good operational practice as well as good security.

Guidelines:

Actions that may help in this area include:

• A periodic scan of data bases for obsolete and/or sensitive data. If such data exists, it should be deleted
from the system to prevent a security risk.

• A periodic security review of the web site and related servers.
• Systems should have the ability to generate simple network management protocol alerts i.e. tell you when

something is wrong, examples include warning notes and help options.
• Automated monitoring of network vulnerabilities should be researched and, if appropriate, used.
• Keep logs of important systems, covering security alerts and system utilization to detect memory leaks or

excessive usage.
• Keep logs to identify a standard usage baseline to determine user work habits, such as how often and how

long users or customers use your systems.
• Conduct regular security system reviews preferably using an independent third party.
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Network security: Modems and remote access services

Many organisations focus on the newer technologies, such as web or databases, but ignore older technologies
such as plain old telephone systems (POTS). Today more employees, from management to technical staff, require
the facility to work from home or a remote location during business travel. Most personal computers come with
built in modems, facilitating connection from the actual computer from any location to the company network using
a phone line. In most cases, connections are signed off by technical staff and additional passwords are used to
ensure only those authorised can dial in to the network from their homes or remote locations. However it will come
as no surprise that some companies have large numbers of uncontrolled modem connections bypassing security
controls. This would include employees who want to work at home, employees who are testing their technical skills
etc. Unauthorised modems can leave IT systems open to receiving viruses & attack. Hackers scanning the web can
identify modems with little or no security and use your employees’ computers to go straight into the company
network. Security policies should clearly state that any connections to the company network must be authorised by
security/IT personnel.

Guidelines:

• Remote access policy should be clearly documented and communicated.
• In/outbound communication via modem access should be approved and validated.
• Modems that accept incoming calls must have a documented justification.
• It is recommended that dial-up modems are left disconnected unless maintenance is needed.
• Proper authentication of the users should be enforced.
• Each user should have individual ID’s and passwords.
• Dialup procedures, security measures and remote access activities should be recorded and reviewed on a

periodic basis. Issues reported to management for follow up.
• Dialup should be validated by a secured process (i.e. SecurID, SNC, VPN)
• A restricted number of users should have access to dial up communication.

Risk network security: Virus protection

The objective of an anti-virus policy is to address the risk of malicious code being introduced into the company’s
networks. Nearly all companies use virus-scanning software. This software does not make any computer network
completely safe. New viruses are constantly being developed. The only way to stay informed of new viruses and
anti-virus upgrades is to keep reading the security web sites, articles and publications such as SANS, Microsoft
(www.microsoft.com) and IBM (www.ibm.com). If upgrades to virus scanning software are released, do not waste
time; upgrade your systems immediately!

Companies are now buying Anti-Virus software solutions that allow real time upgrading of systems with anti-virus
patches. The anti virus software is stored on a network server and, periodically, the software automatically initiates
a connection via the Internet to the anti-virus software website. The software then automatically downloads any
new patches from the Internet and applies these patches across the network. Obviously, this functionality may be
limited by the fact that the network system might only have limited access to the Internet. But if Internet access is
24x7, then anti virus control may be 24x7 also. Examples of this type of software are McAfee, Symantec, F-
Secure and Trend.

Guidelines:

Key policies should include the following:
• A Virus Scanning Procedure that is documented and published to all employees
• All desktops and laptops in the system should contain virus-scanning software.
• All Internet e-mail gateways and web proxies into the network should use virus-scanning software.
• Documenting the process of what to do when an intrusion is detected or a virus is identified.
• All source/destination addresses and high level content information should be logged for all Internet

gateway devices.
• A log review procedure to be documented and followed for each Internet gateway device
• System administrators or users immediately should be alerted to viruses.
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Infected files should be deleted or quarantined.
• Anti-virus software on all installations should be updated at least monthly, or better still should be updated

automatically as mentioned above.

Back-up and Recovery - Create a Plan B

In case of a natural disaster, denial of service attack, systems infected by viruses etc. ensure you have a well-
documented and communicated back-up recovery plan. An example of this includes having manual procedures in
place to take orders or other functions that depend on system / web site availability. An effective plan should
include information about the critical applications and functions that are needed during a disaster. The plan also
should contain information regarding emergency communications, office space and workstations, data
communications and telephone service, processing hardware, computers and networks architecture, application
software and data and physical infrastructure. Translated this means you must know where you can go to set up an
office that has phones & internet access, what processes need to be restarted, what is the minimum number of
computers and servers you need to get up and running, where back copies and software copies can be located
to load onto the temporary system etc.

Guidelines:

• Ensure back-up procedures are in place and tested.
• Ensure back-up procedures include all your back office system such as finance, payroll.
• All process steps should be labelled as either manual or automated to assist in developing contingency

planning or manual procedures for the automated processes in the event of system failure.
• All third-party software should be copied prior to its initial usage, and such copies should be stored in a

safe place. These master copies should not be used for ordinary business activities, but should be reserved
for recovery from computer virus infections, hard disk crashes and other computer problems.
These master copies should also be stored in a secure offsite location.

React the right way if something does happen - Incident Response

Incident response is the ability to identify, evaluate, raise and address negative computer related security events. It
is the procedures for reacting to your web site being hacked with unauthorised data changes, employee data
getting into the wrong hands, viruses spreading through you systems, or financial data posted on the web, etc.
Some companies create internal incident response teams and others co-develop a plan with the Internet Service
Provider or Application Service Provider.

Response procedures should be documented and include definition of roles and responsibilities. It also should
include prioritised responses based on the risk of the incident and the automated and manual responses required.

Guidelines:

Recommendations taken from the SANS security organization in its publication Computer Security Incident
Handling: Step by Step:

• Don’t panic - document what happened: Who? What? When? Where? How?
• Continue documenting
• Notify the right people and get help; get a company phone book
• Enforce a “need-to-know”; limit full briefing to a small group
• Contain the problem - keep it from getting worse
• Assess what damage has been done; identify the problem
• Make a backup of the affected system(s) as soon as is practical. Use new disks, do not use recycled discs.

Experts will be able to make a back-up which takes copies of everything including unused computer space
etc. Basically they will re-create your computer.
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• Deal with the cause; learn from the incident
• Get back in business. After checking your back-ups to ensure they are not compromised, restore your system

from back-ups and monitor the system closely to determine whether it can resume its tasks.

Sometimes, the only way to know what would happen to your systems were hacked would be to conduct
independent ‘ethical hacking’ exercises. The result of such an exercise would inform you of your system
vulnerabilities and give you the knowledge to create an action plan to resolve. Conducting periodic assessments
ensure incident response and intrusion detection is occurring in a timely manner and is addressed appropriately.

Remember information security is a continuous process and the most important components in getting high levels of
security are the people who run your organization and manage its information. This booklet covers ‘basics’ but
does not attempt to cover everything about information security. It raises questions you need to ask. Do not be
afraid to look elsewhere for help as organizations such as Ernst & Young (www.ey.com) have a wealth of security
experience to draw upon. You should also could consider subscribing to security organisations such as System
Administrator Network Security (SANS) (www.sans.org), CERT (www.cert.org) or, the Irish Information Security
Forum (www.iisf.ie). and Integrated Security Form (ISF).

These organisations have a wealth of knowledge in terms of articles, news, practical examples or product
information. Data freely available includes:

• 10 most critical internet security vulnerabilities
• Top vulnerabilities that affect all systems
• Educational programs

We hope this booklet has given you a better understanding of what IT security entails. Remember half the battle is
to focus, know what business questions you need to ask, document and communicate your security plan and seek
help when you need it. Investing in security is like insurance. People don’t like paying the premium, but when
something happens they are sure glad they did.



I r i s h  O f f i c e  N e t w o r k

O f f i c e T e l e p h o n e F a x A d d r e s s

E n t e r p r i s e  I r e l a n d

Cork +(353 21) 800 200 +(353 21) 800 201 Rossa Avenue, Bishopstown, Cork.

Donegal +(353 74) 69800 +(353 74) 69801 Portland House, Port Road, Letterkenny, Co. Donegal.

Dublin +(353 1) 857 0000/808 2000 +(353 1) 808 2020 Glasnevin, Dublin 9.

+(353 1) 857 0000/206 6000 +(353 1) 206 6400 Merrion Hall, Strand Road, Sandymount, Dublin 4.

+(353 1) 857 0000/808 2000 +(353 1) 808 2802 Wilton Park House, Wilton Place, Dublin 2.

+(353 1) 609 2150 +(353 1) 609 2151 35-39 Shelbourne Road, Dublin 4.

Galway +(353 91) 735 900 +(353 91) 735 901/2 Mervue Business Park, Galway.

Kerry +(353 64) 34133 (353 64) 34135 57 High Street, Killarney, Co. Kerry.

Louth +(353 42) 935 4400 +(353 42) 935 4401 Finnabair Industrial Park, Dundalk, Co. Louth.

Sligo +(353 71) 59700 +(353 71) 59701 Finisklin Industrial Estate, Sligo.

Waterford +(353 51) 333500 +(353 51) 333501 Industrial Estate, Cork Road, Waterford.

Westmeath +(353 902) 87100 +(353 902) 87101 Auburn, Dublin Road, Athlone, Co. Westmeath.

A l l  E n t e r p r i s e  i r e l a n d  s t a f f  c a n  b e  c o n t a c t e d  a t :
f i r s t  n a m e . s u r n a m e @ e n t e r p r i s e - i r e l a n d . c o m




